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Abstract: Anti-phishing methods just generally detect phishing sites based on comparing the similarity of pages fea-
tures, which could be anti-detected when attackers are clear about the extraction process of features. Therefore, a
method based on web pages relationship was proposed to detect phishing websites. According to this method, phish-
ing websites were detected by an improved TrustRank algorithm which set up a collection of web pages and used the
link relationship between phishing websites and other websites. Experiments show that the improved TrustRank algo-
rithm can focus the trust values of phishing websites on some range with the lower false positive rate, the lower false
negative rate and the higher speed compared to other methods.
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